Q: 1 Which two activities are included in a Wireless Security Posture Assessment? (Choose two.)

A. scan all host systems and log all open ports

B. check access point configurations and compare them against recommended security practices
C. ensure that the client is using a strong password policy

D. check all systems to ensure that the patches are being applied in a timely manner

E. find WLAN traffic that is leaking from the customer building

Answer: B, E

Q: 2 How is the bridge group name used in a wireless mesh deployment?

A. It is used to retrieve the secret shared key.

B. Itis used as a password in communication preceding LWAPP.

C. Itis used to join the outdoor mesh network with the controller mobility group.

D. It logically groups access points to avoid interference from neighboring networks.

Answer: D

Q: 3 Which property of the advanced feature set products protects against the loss of network
information, such as passwords and IP addressing schemes, in case of access point theft?

A. The access point and the controller use X.509 certificates to verify identity.

B. The controller does not retain its configuration when it is removed from the network.
C. All management traffic is encrypted between the access point and the controller.

D. The access point does not retain its configuration when it is removed from the network.

Answer: D

Q: 4 In a non-WDS environment, the local authentication services on an autonomous access point
can be used to authenticate which three devices? (Choose three.)

A. root access point

B. workgroup bridge

C. clients that are using the native Microsoft wireless supplicant
D. nonroot bridge

E. root bridge

F. repeater access point

Answer: B, D, F



Q: 5 Which two threats are detected by means of the Cisco Network Admission Control? (Choose
two.)

A. spam

B. malware

C. denial of service attacks

D. rogue access points

E. out-of-date antivirus definitions

Answer: B, E



